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Executive Sum
m

ary
1

I
n

 the w
ake ofthe Septem

ber 11,2001 terrorist attacks
in

 the U
n

ited States,there w
ere tw

o aspects that stood
ou

t in
 p

articu
lar as th

e focu
s tu

rn
ed

 to seekin
g to

p
reven

t su
ch

 h
orror ever h

ap
p

en
in

g again
:

th
e

terrorists’
p

lan
n

in
g 

took 
advan

tage 
of

th
e 

relative
op

en
n

ess of
U

.S.
society,

an
d

 th
eir im

p
lem

en
tation

involved ‘off
th

e sh
elf’com

m
ercial tran

sport as both
 th

e
w

eapon
 an

d th
e delivery system

.
T

h
is 

h
as 

h
u

ge 
im

p
lication

s 
for 

th
e 

com
p

lex
tran

sportation
 system

 that su
pports the m

assive volu
m

es

of
goods fl

ow
in

g throu
ghou

t the w
orld as part of

global
trade – an

d for those w
ho u

se an
d operate that system

.
Som

e 7.8 m
illion

 loaded con
tain

ers en
ter U

.S.seaports
an

n
u

ally – an
 average ofm

ore than
 21,000 daily.A

n
other

4.8 m
illion

 con
tain

ers pass th
rou

gh
 th

e sam
e term

in
als

an
d gates carryin

g export cargo.A
 sign

ifi
can

t n
u

m
ber of

con
tain

ers m
ove th

rou
gh

 ocean
 an

d
 in

lan
d

 n
etw

orks
em

p
ty,

bein
g 

rep
osition

ed
 

to 
p

ick 
u

p
 

n
ew

 
freigh

t
bookin

gs.
A

n
 en

d
-to-en

d
 su

p
p

ly-ch
ain

 m
ove can

 in
volve as

m
an

y as 25 p
arties an

d
 35 to 40 sh

ip
p

in
g d

ocu
m

en
ts.

O
n

 a sin
gle in

bou
n

d sailin
g to the U

.S.,a typical m
odern

con
tain

er sh
ip

 sailin
g 80 p

er cen
t fu

ll m
igh

t tod
ay

be carryin
g 3,000 con

tain
ers of

variou
s sizes an

d
 th

u
s

gen
erate,

tran
sm

it 
an

d
 

m
an

age 
m

ore 
th

an
 

100,000
docu

m
en

ts.
T

h
is w

h
ite p

ap
er is offered

 from
 th

e p
ersp

ective
of

tw
o h

an
d

s-on
 p

articip
an

ts in
 global su

p
p

ly-ch
ain

m
an

agem
en

t.
A

P
L

 an
d

 A
P

L
 L

ogistics op
erate across

m
ore th

an
 87 cou

n
tries providin

g services th
at in

clu
de

Executive Sum
m

ary
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m
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C
-T

PA
T

 is a volu
n

tary secu
rity p

rogram
 aim

ed
 at

establishin
g u

n
iform

 stan
dards for secu

re facilities,assets
an

d
 equ

ip
m

en
t,p

roced
u

res an
d

 p
erson

n
el for variou

s
parties throu

ghou
t the su

pply chain
.M

em
bership of

the
program

 an
d com

plian
ce w

ill m
ean

 avoidin
g u

n
n

ecessary
d

elays in
 cargo clearan

ce by m
in

im
izin

g U
.S.

cu
stom

s
in

spection
s an

d au
dits.

2.
A

s th
ese in

itiatives are expan
d

ed
,

m
an

u
factu

rers 
an

d
 sh

ippers at th
e h

ead
 en

d
 of

th
e su

pply ch
ain

 w
ill

bear in
creasin

g respon
sibility for en

su
rin

g con
tain

er
secu

rity,
an

d
 for provid

in
g com

plete,
accu

rate an
d

tim
ely docu

m
en

tation
 w

hen
 loadin

g.
M

ore so than
 in

 the past,they w
ill n

eed to kn
ow

 their
cu

stom
ers,su

ppliers an
d ven

dors;to secu
re an

d restrict
access w

ith
in

 cargo facilities;
to su

p
ervise an

d
 verify

con
tain

er lo
ad

in
g an

d
 affixin

g of
tam

p
er-p

roof
seals;

gen
erate,

verify 
an

d
 

tran
sm

it 
m

an
ifest 

in
form

ation
earlier;

an
d

 p
rovid

e in
form

ation
 to allow

 screen
in

g of
cargo again

st a risk profi
le as far back in

 the su
pply chain

as possible.

3.
Su

pply chain
s w

ill becom
e in

creasin
gly cen

tralized.
T

his does n
ot m

ean
 havin

g to reinven
t the w

heel.
B

ecau
se of

the n
u

m
erou

s poin
ts of

vu
ln

erability of
a

global su
pply chain

,placin
g all or m

ost of
the operation

s
in

to th
e h

an
d

s of
a sin

gle,
cen

tralized
 m

an
agem

en
t

agen
cy – w

hether in
tern

al or ou
tsou

rced – provides better
p

rotection
 

again
st 

u
n

au
th

orized
 

tam
p

erin
g 

w
ith

m
erchan

dise or data.
W

h
ile tod

ay’s th
ird

-p
arty logistics (3P

L
) n

etw
orks

w
ere origin

ally d
esign

ed
 to exp

ed
ite th

e flow
 of

good
s

an
d

 in
form

ation
 an

d
 to p

rovid
e secu

rity again
st su

ch
th

reats as p
ilferage an

d
 in

sertion
 of

illegal su
bstan

ces 
in

to sh
ip

m
en

ts,m
an

y of
th

e p
rocesses an

d
 safegu

ard
s

th
ey em

p
loy are ap

p
licable,

w
ith

 varyin
g d

egrees of
m

odifi
cation

,to deterrin
g terrorism

.

4.
T

he costs ofthe addition
al steps to fu

rther safegu
ard

su
pply-chain

 secu
rity cou

ld be in
 the billion

s,w
ith som

e
estim

ates as h
igh

 as U
S$10 billion

.
T

h
ese costs n

eed
to be spread

 equ
itably am

on
g th

ose ben
efitin

g from
h

eigh
ten

ed
 secu

rity – in
clu

d
in

g,
in

 m
an

y cases,
th

e 
broad pu

blic.
W

ashin
gton

,D
.C

.-based B
rookin

gs In
stitu

te estim
ates

th
eir p

rop
osed

 an
ti-terrorist recom

m
en

d
ation

s related
 

to U
.S.

co
astal p

rotection
,

seap
ort secu

rity,
an

d
 cargo

secu
rity 

w
ou

ld
 

total 
U

S$5.3 
billion

.
A

d
d

ition
ally,

B
rookin

gs poin
ts to an

other U
S$10 billion

 or m
ore that

C
u

stom
s cou

ld
 sp

en
d

 for ad
d

ition
al,

com
p

reh
en

sive
program

s related to road,rail,air an
d sea that w

ou
ld raise

the costs,bu
t produ

ce less risk of
failu

re.

freight-m
an

agem
en

t,en
d-to-en

d electron
ic m

on
itorin

g,
con

solid
ation

 or d
econ

solid
ation

,Sin
gap

ore-fl
ag,U

.S.-
fl

ag an
d foreign

-fl
ag con

tain
er-shippin

g,an
d in

term
odal

con
n

ection
s.

T
he secu

rity pictu
re con

tinu
es to chan

ge daily,an
d n

ot
even

 an
 overall fram

ew
ork yet exists in

 w
hich the differen

t
in

itiatives fi
t.T

h
is paper can

n
ot begin

 to an
sw

er all th
e

qu
estion

s th
at lie ah

ead.
In

stead,its pu
rpose is to raise

su
pply-chain

-w
ide issu

es w
ith the aim

 of
con

tribu
tin

g to
an

 effective an
d balan

ced respon
se.

K
ey con

clu
sion

s in
clu

de:
1.

C
lose co-operation

 betw
een

 an
d w

ithin
 the pu

blic an
d

private sectors is vital to tigh
ten

in
g secu

rity w
ith

ou
t

com
prom

isin
g su

pply-ch
ain

 efficien
cy an

d th
e flow

 of
global trade.

C
o-op

eration
 is h

igh
ligh

ted
 in

 tw
o U

.S.
C

u
stom

s
Service program

s – the C
on

tain
er Security In

itiative (C
SI)

an
d

 th
e C

u
stom

s-Trad
e Partn

ersh
ip

 A
gain

st Terrorism
(C

-T
PA

T
) – that provide a regu

latory blu
eprin

t for fu
tu

re
global su

pply chain
 secu

rity efforts.
C

SI “pu
sh

es back th
e border”

for U
.S.im

port cargo,
requ

irin
g electron

ic filin
g of

d
etailed

 cargo m
an

ifests,
in

clu
d

in
g key d

ata p
oin

ts,
to be p

rovid
ed

 24 h
ou

rs
in

 
advan

ce 
of

load
in

g 
th

e 
cargo 

at 
foreign

 
origin

ports on
board ships bou

n
d for the U

.S..
B

ecau
se of

the
len

gth
 of

tim
e it can

 take to sail to th
e U

.S.,
th

is w
ill

im
p

act in
 term

s of
w

eeks an
d

 fu
n

d
am

en
tally ch

an
ge

lon
g-establish

ed
 d

ocu
m

en
tation

 p
ractices.T

h
is carries

associated cost im
plication

s for m
an

u
factu

rers,shippers
an

d carriers.

It is im
possible to physically inspect each container in

transit,even using m
odern scanning equipm

ent,without

bringing global trade to a grinding halt.
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N
ot in

clu
ded in

 the B
rookin

gs estim
ates w

ere foreign
p

ort secu
rity en

h
an

cem
en

ts,p
rivate IT

 in
vestm

en
t,or

costs associated w
ith developin

g an
d im

plem
en

tin
g n

ew
secu

rity program
s at private m

an
u

factu
rin

g an
d assem

bly
facilities in

 th
e U

.S.
an

d
 abro

ad
,

or at th
e facilities of

foreign
 an

d dom
estic ven

dors to these m
an

u
factu

rers.

5.
T

ech
n

ology already plays a critical role in
 su

pply-
ch

ain
 secu

rity an
d

 its im
portan

ce w
ill skyrocket.B

u
t

in
vestm

en
t 

in
 

tech
n

ology,
itself,

w
ith

ou
t 

system
ic

chan
ges in

 bu
sin

ess practices at every level,w
ill n

ot be
the hoped-for pan

acea.
A

u
tom

ated en
try of

docu
m

en
tation

 shou
ld ideally be

p
u

sh
ed

 back as far in
 th

e su
p

p
ly ch

ain
 as p

ossible,
preferably to the begin

n
in

g.
H

ow
ever,the issu

e rem
ain

s
th

at n
ot all m

an
u

factu
rers an

d
 sh

ip
p

ers,
or in

d
eed

,
cou

n
tries,

h
ave th

e in
frastru

ctu
re an

d
 th

e IT
 tools,

person
n

el an
d train

in
g to be able to in

pu
t data,su

pervise
th

e load
 an

d
 cou

n
t p

rocess,au
d

it d
ocu

m
en

tation
 an

d
iden

tify an
d report discrepan

cies.



A Transportation System
 Built for Speed

A
t its in

ception
 in

 1956,con
tain

erization
 of

ocean
freigh

t w
as in

ten
d

ed
 to stream

lin
e com

m
erce.

T
h

e 
first 

con
tain

ersh
ip,

a 
converted

 
tan

ker,
carried tru

ck trailers bolted to the deck from
 N

ew
York h

arbor to H
ou

ston
.T

h
e idea w

as to speed loadin
g

an
d

 u
n

lo
ad

in
g,

m
in

im
ize cargo h

an
d

lin
g an

d
 related

costs,redu
ce pilferage an

d dam
age,an

d m
ake sh

ipm
en

t
tracin

g easier.
N

early 50 years later,
a com

p
lex global n

etw
ork of

sh
ip

s,
d

ed
icated

 train
s an

d
 tru

cks,
sp

ecially-d
esign

ed
term

in
als 

an
d

 
gates 

an
d

 
tran

sload
in

g/con
solid

ation
w

arehou
ses – su

pported by in
form

ation
 techn

ology an
d

th
e In

tern
et – h

as m
ad

e th
e p

rom
ise of

su
p

p
ly-ch

ain
in

tegration
 

a 
reality.

T
h

is 
p

oten
t 

tran
sp

ortation
-

tech
n

ology com
bin

ation
 h

as en
abled

 m
an

u
factu

rin
g

bu
sin

esses to view
 an

d m
an

age in
 real tim

e the fl
ow

 ofraw
m

aterials,com
pon

en
ts,assem

blies an
d fi

n
ished produ

ct
across a global en

terprise,from
 factory to retail store shelf

or en
d-u

ser.
B

u
sin

esses ran
gin

g from
 au

to m
akers to su

perm
arket

ch
ain

s 
to 

fash
ion

 
ap

p
arel 

h
ou

ses 
to 

ch
em

ical 
an

d
pharm

aceu
tical com

pan
ies in

creasin
gly m

an
u

factu
re an

d
ship on

 a ju
st-in

-tim
e an

d,in
 som

e cases,even
 a bu

ild-to-
ord

er basis.
P

rod
u

ction
 in

ven
tory on

ce m
easu

red
 in

w
eeks or m

on
ths is n

ow
 often

 m
easu

red in
 hou

rs or,at
m

ost,
d

ays.
T

h
u

s 
m

an
u

factu
rers 

are 
able 

to 
slash

in
ven

tory 
carryin

g 
costs 

an
d

 
resp

on
d

 
in

stan
tly 

to
chan

gin
g cu

stom
er dem

an
ds.

C
ass/P

roLogis,in
 its an

n
u

al State of
Logistics report,

estim
ates 

total 
2001 

an
n

u
al 

U
.S.

bu
sin

ess 
logistics

costs – in
clu

din
g inven

tory,tran
sportation

,w
arehou

sin
g,

tech
n

ology an
d

 ad
m

in
istrative – at U

S$970 billion
,

or 9.5 p
er cen

t of
G

D
P,

d
ow

n
 from

 10.1 p
er cen

t in
2000 an

d
 from

 16 p
er cen

t of
G

D
P

 in
 1980.

D
u

rin
g

th
e p

eriod
 from

 1980-2000,
inven

tory carryin
g costs

fell 37 p
er cen

t,
an

d
 tran

sp
ortation

 costs w
ere cu

t by
22 p

er cen
t,largely du

e to tran
sportation

 deregu
lation

,
in

tegration
 

of
m

aterials 
m

an
agem

en
t 

an
d

 
p

hysical
distribu

tion
 system

s,in
creased effi

cien
cies an

d advan
ces

in
 in

form
ation

 techn
ology.

T
hese dram

atic gain
s in

 produ
ctivity an

d redu
ction

s
in

 cost rely prim
arily on

 a system
 of

tru
st,u

n
der w

hich
inven

tory m
oves u

n
im

peded throu
gh the su

pply chain
 in

sealed
 con

tain
ers th

at are lo
ad

ed
,

tran
sp

orted
,

stored
,

staged,han
ded off

am
on

g parties an
d delivered to their

u
ltim

ate d
estin

ation
s in

tact an
d

 on
 sch

ed
u

le.A
 set of

sh
ip

p
in

g in
stru

ction
s,

u
su

ally based
 on

 th
e sh

ip
p

er’s
p

u
rch

ase 
ord

er 
an

d
 

con
tain

er 
p

ackin
g 

list,
eith

er
accom

pan
ies the shipm

en
t w

hen
 it is received at its origin

port or follow
s a short tim

e after.Shippin
g in

stru
ction

s
provide th

e cu
stom

er,cargo,cou
n

try of
origin

,rou
tin

g
an

d
 en

d
-u

ser in
form

ation
 th

at gen
erates fin

al bill of
ladin

g an
d cargo m

an
ifest docu

m
en

ts.

Ship First,Ask Questions Later
L

ogistics p
rovid

ers h
ave little ch

oice bu
t to assu

m
e

th
at bill of

lad
in

g an
d

 cargo m
an

ifest in
form

ation
 is

com
plete an

d accu
rate,given

 the volu
m

e offreight in
 the

global pipelin
e an

d com
plexity of

the system
.E

ach year
m

ore than
 800 schedu

led vessels ofall kin
ds m

ake 22,000
calls at 361 U

.S.river an
d

 seap
orts.A

p
p

roxim
ately 7.8

m
illion

 con
tain

er load
s of

cargo en
tered

 U
.S.

p
ort

1:A Transportation System
 Built for Speed

Container transport prom
ises fast transit tim

e,sm
ooth handoffs and continuous flow

 of goods and inputs;security raises the question of w
hat’s actually m

oving.

4

gatew
ays in

 2001 – an
 average of

m
ore th

an
 21,000

tru
ckloads daily.* A

n
other 4.8 m

illion
 con

tain
ers carried

exp
ort cargo from

 in
lan

d
 an

d
 co

astal origin
 p

oin
ts to

th
ose ports,an

d n
early 2.5 m

illion
 48-foot an

d 53-foot
con

tain
ers w

ere deployed in
 pu

rely dom
estic service.

A
t 

an
y 

given
 

tim
e,

m
illion

s 
of

em
p

ty 
d

om
estic

an
d

 
in

tern
ation

al 
con

tain
ers 

also 
m

ove 
th

rou
gh

th
e system

,
bein

g rep
osition

ed
 for p

ick-u
p

 of
sp

ecific
load

s 
or 

to 
trad

e 
lan

es 
w

h
ere 

d
em

an
d

 
is 

h
igh

.
C

on
tain

erisation
 In

tern
ation

al
rep

orts m
ore th

an
 236

m
illion

 
20-foot 

equ
ivalen

t 
u

n
it 

(T
E

U
) 

con
tain

er
m

oves in
 2001 an

d m
ore than

 203 m
illion

 T
E

U
 m

oves in
2000,

based
 on

 p
ort an

d
 term

in
al figu

res collected
w

orldw
ide.

A
 sin

gle in
tern

ation
al con

tain
er m

ove can
 in

volve
u

p
 to 25 p

arties,
from

 th
e factory or w

areh
ou

se to

*B
ased on conversion ofcargo statistics show

ing 11.3 m
illion inbound and 6.7 m

illion
ou

tbou
n

d tw
en

ty-foot equ
ivalen

t u
n

its (T
E

U
) m

ovin
g throu

gh U
.S.

ports,
u

sin
g

industry m
ultiplier of0.7 to reflect actual num

ber and proportion of20’,40’and 45’
containers used.A

 com
m

only quoted figure of5.7 m
illion inbound containers is less

precise – it divides the T
E

U
 num

ber in halfsince m
ost container cargo m

oves in 40’
units.



en
tities,an

d they m
ay n

ot even
 kn

ow
 their ow

n
 su

ppliers,
su

bcon
tractors an

d cu
stom

ers w
ell.

C
on

tain
ers boun

d for the U
.S.are routin

ely han
ded off

am
on

g a n
u

m
ber ofin

lan
d tran

sportation
 in

term
ediaries

– freight forw
arders,tru

ck drivers,barge operators – on
th

eir w
ay to th

e p
ort of

origin
,

an
d

 th
en

 tran
sferred

betw
een

 sm
all region

al feed
er sh

ip
s an

d
 large lin

eh
au

l
con

tain
er vessels at tran

sshipm
en

t ports.In
 som

e parts of
the w

orld,they m
ay w

ait for days in
 term

in
als that m

ay or
m

ay n
ot be fu

lly secu
red by fen

ces,lightin
g,su

rveillan
ce

an
d

 gates,an
d

 w
h

ose em
p

loyees m
ay or m

ay n
ot h

ave
been

 su
bjected to backgrou

n
d checks.In

 m
any location

s,
freigh

t arrives on
 sh

ip
s u

n
con

tain
erized

 an
d

 is th
en

m
oved to con

tain
ers,an

d w
hile con

tain
er seals are ideally

tam
per-proof,stan

dards vary w
idely.

C
on

tain
ers h

ave been
 u

sed
 in

 th
e p

ast to sm
u

ggle
n

arcotics,conven
tion

al w
eapon

s,qu
aran

tin
ed plan

t an
d

an
im

al 
sp

ecies,
cigarettes 

an
d

 
alcoh

ol,
cou

n
terfeit

m
erchan

dise an
d illegal alien

s.Sin
ce Septem

ber 11,the list
of

crim
in

al u
ses has expan

ded.
O

f
greatest con

cern
 to th

e U
.S.

G
overn

m
en

t is th
e

p
rosp

ect of
a n

u
clear,

biological or ch
em

ical w
eap

on
bein

g sm
u

ggled
 in

 a con
tain

er an
d

 d
eton

ated
 eith

er in
port or u

pon
 arrival in

 a m
ajor destin

ation
 city.W

ithou
t

in
creased secu

rity m
easu

res of
som

e kin
d,the basic u

n
it

ofthe su
pply chain

 – the ocean
 an

d in
term

odal con
tain

er
– has the poten

tial to becom
e the n

ext basic u
n

it ofterror.
B

eyon
d

 a certain
 p

oin
t,h

ow
ever,secu

rity m
easu

res in
th

em
selves h

ave th
e p

oten
tial to ach

ieve a sim
p

ler,far
m

ore likely terrorist goal – disru
ption

 of
global trade an

d
tran

sportation
 based on

 the threat of
an

 attack alon
e.

A Transportation System
 Built for Speed

5

th
e origin

 p
ort,to an

d
 from

 th
e sh

ip,at each
 h

an
d

off
am

on
g tran

sportation
 providers an

d at each step of
the

w
areh

ou
sin

g an
d

 d
istribu

tion
 p

rocess.
It m

ay in
volve

trad
in

g com
p

an
ies,

ban
ks issu

in
g letters of

cred
it an

d
variou

s tran
sp

ortation
 in

term
ed

iaries.
It m

ay in
volve

con
solid

ated
 load

s on
 beh

alf
of

m
u

ltip
le sh

ip
p

ers,in
 a

sin
gle 

con
tain

er.
A

 
com

p
lex 

en
d

-to-en
d

 
m

ove 
can

gen
erate 30 to 40 shippin

g docu
m

en
ts.T

hu
s,a m

odern
5,000 T

E
U

 con
tain

ersh
ip

 sailin
g 80 p

er cen
t fu

ll m
igh

t
carry sh

ipm
en

ts gen
eratin

g an
 average 98,000 in

bou
n

d
docu

m
en

ts alon
e in

 on
e sailin

g.A
n

d con
tain

er ships are
gettin

g larger,w
ith several of7,000 T

E
U

 carryin
g capacity

or m
ore in

 service,an
d even

 larger ships bein
g plan

n
ed.

Stop
p

in
g 

a 
con

tain
er 

in
 

tran
sit,

p
rocessin

g 
th

e
n

ecessary paperw
ork an

d in
spectin

g it by han
d takes fi

ve
cu

stom
s offi

cers three hou
rs.A

n
 in

spection
 station

 u
sin

g
state-of-th

e-art m
obile scan

n
ers requ

ires few
er p

eop
le

an
d

 can
 p

rocess u
p

 to 11 con
tain

ers an
 h

ou
r.

N
ot

su
rprisin

gly,few
er than

 2 per cen
t of

arrivin
g con

tain
ers

– an
d a sm

aller percen
tage ofexport loads – are su

bjected
to 

fu
ll 

in
sp

ection
s,

u
su

ally 
w

h
ere 

d
ocu

m
en

tation
qu

estion
s arise or the shipm

en
t m

eets a high-risk profi
le

based on
 the shipper,con

sign
ee,cargo,cou

n
try of

origin
or rou

tin
g.R

an
dom

 in
spection

s ofem
pty con

tain
ers an

d
u

se ofm
obile scan

n
ers an

d radiation
 detection

 pagers has
in

creased overall screen
in

g in
 recen

t m
on

ths.
Sin

ce th
e Sep

tem
ber 11,2001 attacks,

h
ow

ever,
a

global con
tain

er tran
sp

ortation
 n

etw
ork d

esign
ed

 for
speed an

d fl
exibility m

u
st be view

ed throu
gh the added

len
s 

of
d

ifferen
t 

secu
rity 

con
sid

eration
s.

G
iven

 
th

e
estim

ated U
S$737 billion

 valu
e of

total con
tain

er trade
m

ovin
g throu

gh U
.S.seaports an

n
u

ally,it is a m
atter of

seriou
s 

com
m

ercial 
in

terest 
for 

an
y 

bu
sin

ess 
th

at
m

an
u

factu
res,

bu
ys,

sells,
sh

ip
s,

in
su

res or m
an

ages a
su

pply chain
 globally.

Pressure Points
T

h
e su

p
p

ly ch
ain

 h
as n

u
m

erou
s p

oin
ts of

secu
rity

vu
ln

erability.
In

 
th

is 
era 

of
global 

sou
rcin

g 
an

d
m

an
u

factu
rin

g,a m
an

u
factu

rin
g or retailin

g im
p

orter
m

ay h
ave little d

etailed
 kn

ow
led

ge of
th

e d
ay-to-d

ay
op

eration
s of

con
tract factories an

d
 su

p
p

liers h
alfw

ay
arou

n
d the w

orld.Logistics providers frequ
en

tly deal w
ith

n
ew

 or u
n

kn
ow

n
 shippers an

d con
sign

ees,based on
 little

m
ore than

 a credit report.
C

on
tain

er tran
sp

ort is a com
m

on
 carriage system

.
Sh

ip
p

ers an
d

 con
sign

ees are n
ot n

ecessarily kn
ow

n
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A
s already in

dicated,the sheer volu
m

e ofcon
tain

er
traffic 

w
orldw

id
e 

p
reclu

d
es 

com
p

reh
en

sive
con

tain
er 

in
sp

ection
s,

w
h

ich
,

an
yw

ay,
to 

be
effective w

ou
ld n

eed to be don
e at the place w

here
th

e cargo w
as load

ed
 in

to th
e con

tain
er.

T
h

at m
ean

s
in

stead th
at th

e advan
ce in

form
ation

 collected abou
t th

e
con

ten
ts,rou

tin
g,statu

s an
d

 th
e p

eop
le h

an
d

lin
g th

at
con

tain
er m

u
st be accu

rate,
u

p
 to th

e m
in

u
te an

d
available im

m
ed

iately,
w

ith
 an

 en
forced

 goal of
zero

toleran
ce.

T
h

is 
d

etailed
 

in
form

ation
 

m
u

st 
be 

collected
,

begin
n

in
g at load

in
g an

d
 th

rou
gh

ou
t th

e en
d

-to-en
d

m
ove.

A
n

 
excep

tion
 

p
rocess 

m
u

st 
be 

in
 

p
lace 

to
iden

tify,isolate an
d exam

in
e su

spect shipm
en

ts qu
ickly,

m
in

im
izin

g th
e im

p
act to th

e flow
 of

n
orm

al su
p

p
ly-

ch
ain

 
op

eration
s.

A
n

d
 

at 
each

 
step

 
in

 
th

e 
su

p
p

ly
ch

ain
,

facilities w
ill h

ave to be secu
red

 w
ith

 resp
ect

to perim
eters,procedu

res an
d person

n
el.

Som
e 

of
th

ese 
m

easu
res 

requ
ire 

in
tern

ation
al

cooperation
,oth

ers are th
e logical fu

n
ction

 of
n

ation
al

govern
m

en
ts,an

d m
any are best han

dled by the private
sector,

requ
irin

g close coop
eration

 of
m

an
u

factu
rers,

shippers,su
ppliers an

d their tran
sportation

 an
d logistics

partn
ers.E

fforts to date break dow
n

 as follow
s:

International Initiatives
T

h
e 

U
n

ited
 

N
ation

s’
In

tern
ation

al 
M

aritim
e

O
rgan

ization
 (IM

O
) is coord

in
atin

g w
ith

 th
e W

orld
C

u
stom

s 
O

rgan
ization

 
(W

C
O

),
In

tern
ation

al 
L

abor
O

rgan
ization

 (ILO
) an

d th
e O

rgan
ization

 of
E

con
om

ic
C

oop
eration

 
an

d
 

D
evelop

m
en

t 
(O

E
C

D
) 

to 
ad

d
ress

secu
rity issu

es su
rrou

n
d

in
g vessels at sea an

d
 in

 p
ort,

in
clu

d
in

g w
id

e d
ep

loym
en

t of
vessel id

en
tifier an

d
p

osition
in

g equ
ip

m
en

t,
in

stallation
 of

alarm
 system

s,
secu

red perim
eters an

d secu
rity ju

risdiction
 for ships in

port,greater tran
sparen

cy as to ow
n

ership an
d con

trol of
vessels 

an
d

 
stan

d
ard

ized
 

seafarer 
screen

in
g 

an
d

iden
tifi

cation
.

A
n

 IM
O

 w
orkin

g grou
p h

as also proposed sh
ippin

g
trials involvin

g 40 con
tain

ers a w
eek in

 three m
ajor global

trades,u
sin

g existin
g ocean

 carrier cargo in
form

ation
 an

d
shipm

en
t trackin

g capabilities to develop a stan
dardized

in
tern

ation
al con

tain
er secu

rity program
 by late 2003.

W
ashington’s Response

T
h

e U
.S.ad

m
in

istration
 is cu

rren
tly u

n
d

ertakin
g a

m
assive govern

m
en

t reorgan
ization

 th
at w

ill cen
tralize

th
e fu

n
ction

s of
som

e 100 agen
cies – am

on
g th

em
 th

e
C

u
stom

s,Im
m

igration
,B

order Patrol,C
oast G

u
ard an

d
E

m
ergen

cy M
an

agem
en

t fu
n

ction
s – u

n
d

er a sin
gle

D
epartm

en
t of

H
om

elan
d Secu

rity in
 order to facilitate

cooperation
 an

d in
form

ation
 sharin

g.
T

h
e 

M
aritim

e 
Tran

sp
ortation

 
Secu

rity A
ct 

2002
m

an
d

ates 
an

d
 

in
itially 

fu
n

d
s 

p
ort 

vu
ln

erability
assessm

en
ts an

d
 secu

rity p
lan

n
in

g;
h

arbor term
in

al
person

n
el screen

in
g an

d train
in

g;expan
ded C

oast G
u

ard
vessel escort an

d
 board

in
g p

rogram
s;

in
creased

 U
.S.

C
u

stom
s Service staffin

g an
d

 p
u

rch
ase of

con
tain

er
screen

in
g 

an
d

 
d

etection
 

equ
ip

m
en

t;
in

tern
ation

al
secu

rity stan
dards an

d program
s involvin

g cooperatin
g

foreign
 seap

orts;
an

d
 vessel p

re-arrival n
otification

,
in

clu
d

in
g 

fu
ll 

advan
ce 

crew
,

p
assen

ger 
an

d
 

cargo
m

an
ifests.It w

ill also fu
n

d pilot program
s to test secu

rity
strategies an

d n
ew

 techn
ologies.

Key Program
s in Place

Tw
o federal secu

rity in
itiatives already u

p an
d ru

n
n

in
g

p
rom

ise 
to 

h
ave 

th
e 

m
ost 

w
id

e-ran
gin

g 
effects 

on
su

pply-chain
 plan

n
in

g:U
.S.C

u
stom

s’C
on

tain
er Secu

rity
In

itiative (C
SI) an

d
 th

e C
u

stom
s-Trad

e P
artn

ersh
ip

A
gain

st Terrorism
 (C

-T
PA

T
).

C
SI represen

ts an
 effort to “pu

sh back the borders”
by

p
re-screen

in
g,

id
en

tifyin
g,

segregatin
g an

d
 in

sp
ectin

g
h

igh
-risk U

.S.im
port sh

ipm
en

ts before th
ey are loaded

aboard ships at foreign
 origin

 ports.It in
itially focu

ses on
th

e 20 largest p
orts th

at cu
rren

tly serve as origin
 an

d
tran

ssh
ip

m
en

t p
oin

ts for 68 p
er cen

t of
all con

tain
er

shipm
en

ts to the U
.S.,an

d cou
ld later be expan

ded to the
n

ext ten
 largest ports an

d beyon
d.

R
isk criteria in

clu
d

e a n
exu

s of
factors su

ch
 as

th
e sh

ip
p

er’s id
en

tity an
d

 bu
sin

ess,
cou

n
try of

origin
,

2:Thinking Inside the Box
U.S.Governm

ent sets new
 rules and standards for container security.
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com
m

od
ity 

d
escrip

tion
 

an
d

 
rou

tin
g.

Q
u

estion
able

shipm
en

ts w
ill be diverted an

d pre-screen
ed at the port

or an
 off-dock location

.N
ew

 U
.S.C

u
stom

s regu
lation

s
requ

ire sh
ip

p
ers an

d
 th

eir su
p

p
ly-ch

ain
 p

artn
ers to

provide detailed cargo m
an

ifest in
form

ation
 at least 24

hou
rs before con

tain
ers are du

e to be loaded at a foreign
origin

 p
ort d

estin
ed

 for th
e U

.S..Sin
ce Sep

tem
ber 11,

2001,the U
.S.C

oast G
u

ard has requ
ired this in

form
ation

96 hou
rs in

 advan
ce of

vessel arrival at its fi
rst U

.S.port.
T

h
is n

ew
 requ

irem
en

t w
ill im

p
act in

 term
s of

w
eeks,

how
ever,becau

se ofthe len
gth oftim

e it can
 take betw

een
loadin

g at a foreign
 port an

d arrival in
 the U

.S..
Som

e 14 data poin
ts are requ

ired,in
clu

din
g com

plete
shipper an

d con
sign

ee in
form

ation
;a precise description

or H
arm

on
ized TariffSchedu

le classifi
cation

 for the cargo
(w

hich does n
ot cu

rren
tly exist at any level);n

u
m

ber an
d

qu
an

tities from
 th

e m
aster bill of

ladin
g;carrier,vessel,

voyage,con
tain

er an
d seal n

u
m

bers;cou
n

try of
origin

,
first p

ort of
load

in
g an

d
 arrival d

ate in
 U

.S.p
ort;

an
d

hazardou
s m

aterial in
dicators.

CSI represents an effort to “push back the borders”

by pre-screening shipm
ents before they are 

loaded aboard ships at foreign origin ports;

C-TPAT participants m
eeting security com

pliance

standards are eligible for faster cargo processing at

port gatew
ays and border crossings.

C
-T

PA
T

 h
as its roots in

 earlier C
u

stom
s Service

p
rogram

s 
aim

ed
 

at 
stop

p
in

g 
n

arcotics 
an

d
 

oth
er

con
traban

d
,in

 p
articu

lar th
e B

u
sin

ess A
n

ti-Sm
u

gglin
g

C
oalition

 (B
A

SC
).C

om
pan

ies en
roll in

 the program
 an

d
sign

 a m
em

oran
d

u
m

 of
u

n
d

erstan
d

in
g th

at com
m

its
th

em
 to p

erform
 a self-assessm

en
t of

th
eir cu

rren
t

su
p

p
ly-ch

ain
 secu

rity,
an

d
 d

evelop
 an

d
 im

p
lem

en
t a

secu
rity program

 based on
 C

-T
PA

T
 gu

idelin
es.Secu

rity
com

p
lian

ce focu
ses on

 facilities,
access,

p
roced

u
res,

person
n

el,docu
m

en
tation

 an
d train

in
g.

Particip
an

ts m
eetin

g secu
rity com

p
lian

ce stan
d

ard
s

are eligible for faster cargo processin
g at ports of

en
try;

dedicated com
m

ercial lan
es;an

 assign
ed C

u
stom

s Service
poin

t of
con

tact;accou
n

t-based paym
en

t of
du

ties;an
d

redu
ced in

spection
s an

d com
plian

ce au
dits.

A
t first lim

ited
 to large ch

arter m
em

ber im
p

orters
su

ch
 

as 
G

en
eral 

M
otors 

C
orp.,

Target 
C

orp.
an

d
M

otorola,
th

e p
rogram

 w
as exp

an
d

ed
 in

 Ju
ly 2002 to

in
clu

de sea,air an
d rail carriers,as w

ell as ports.In
 A

u
gu

st
tran

sportation
 in

term
ediaries – cu

stom
s brokers,freight

forw
arders an

d n
on

-vessel operatin
g com

m
on

 carriers –
w

ere ad
d

ed
.

C
-T

PA
T

 eligibility w
ill be exten

d
ed

 over
tim

e to port au
th

orities,term
in

al operators,w
areh

ou
se

operators an
d m

an
u

factu
rers.
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C
SI an

d C
-T

PA
T

 together provide a blueprin
t for the

regu
latory environ

m
en

t in
 w

hich m
an

u
factu

rers,
sh

ip
p

ers an
d

 logistics p
artn

ers are likely to be
operatin

g in
 the fu

tu
re.B

u
t in

 the short-term
,the

trad
e com

m
u

n
ity h

as voiced
 con

cern
 over th

e flood
 of

overlappin
g regu

latory,program
 an

d fu
n

din
g proposals,

an
d their possible u

n
in

ten
ded con

sequ
en

ces.
C

SI,for exam
p

le,w
ill requ

ire bilateral coop
eration

an
d other cou

n
tries m

ay in
sist on

 the reciprocal right to
pu

sh back their borders an
d in

spect cargo at the U
.S.en

d.
Im

porters an
d in

term
ediaries lobbied to su

bm
it advan

ce
m

an
ifest in

form
ation

 d
irectly to C

u
stom

s rath
er th

an
to 

carriers,
an

d
 

resisted
 

th
e 

requ
irem

en
t 

of
cargo

d
escrip

tion
s at a six-d

igit H
arm

on
ized

 Tariff
Sch

ed
u

le
level of

detail,for practical an
d com

petitive reason
s.

In
d

u
stry gen

erally su
p

p
orts th

e U
.S.G

overn
m

en
t’s

broad security m
an

date,but in
 that con

text is pressin
g for:

■
Clear,

uniform
 guidelines establishing procedures and

responsibilities
■

Regulations that do not com
prom

ise the free flow
 of trade

■
Governm

ent agency cooperation and sharing of data 
■

Use of data from
 existing com

m
ercial sources w

henever
possible

■
International cooperation to secure the entire supply chain

■
A m

eans of recovering costs.

A
s th

e pu
sh

 for h
eigh

ten
ed secu

rity m
oves forw

ard,
sm

all an
d m

id-sized bu
sin

esses are con
cern

ed they cou
ld

u
ltim

ately face a grim
 ch

oice u
n

d
er C

-T
PA

T
:

th
ey can

spen
d disproportion

ately to rem
ain

 in
 com

plian
ce or be

p
laced

 at a com
p

etitive d
isadvan

tage in
 th

e en
try an

d
treatm

en
t of

th
eir good

s at U
.S.

p
orts.

Im
p

orters also
com

p
lain

 of
sh

ou
ld

erin
g th

e cost bu
rd

en
 for tigh

ter
secu

rity that w
ill ben

efi
t the broader pu

blic.

In
 a stu

d
y p

rep
ared

 in
 M

ay,2002,th
e W

ash
in

gton
,

D
.C

.-based
 B

rookin
gs In

stitu
te,

a p
u

blic-p
olicy th

in
k

tan
k,issu

ed
 a series of

an
ti-terrorist recom

m
en

d
ation

s
related

 to U
.S.coastal p

rotection
,seap

ort secu
rity,an

d
cargo secu

rity.
T

h
e costs th

at w
ou

ld
 be in

cu
rred

 for
B

rookin
gs’“p

referred
 op

tion
s”

totaled
 U

S$5.3 billion
,

in
clu

d
in

g bu
d

get in
creases for U

.S.
C

u
stom

s an
d

 th
e

C
oast G

u
ard,an

d im
proved port secu

rity,plan
n

in
g an

d
person

n
el (at U

.S.ports).A
ddition

ally,B
rookin

gs poin
ted

to an
oth

er U
S$10 billion

 or m
ore th

at C
u

stom
s cou

ld
spen

d for addition
al,com

prehen
sive program

s related to
ro

ad
,

rail,
air an

d
 sea th

at w
ou

ld
 raise th

e costs,
bu

t
produ

ce less risk of
failu

re.
N

ot in
clu

ded in
 the B

rookin
gs estim

ates w
ere foreign

p
ort secu

rity en
h

an
cem

en
ts,

p
rivate IT

 in
vestm

en
t,

or – d
rillin

g d
eep

er in
to th

e su
p

p
ly ch

ain
 – th

e costs
associated

 
w

ith
 

d
evelop

in
g 

an
d

 
im

p
lem

en
tin

g 
n

ew
secu

rity program
s at private m

an
u

factu
rin

g an
d assem

bly
facilities in

 th
e U

.S.
an

d
 abro

ad
,

or at th
e facilities of

foreign
 an

d dom
estic ven

dors to these m
an

u
factu

rers.
W

hile it is hard to qu
an

tify exactly,there is n
o dou

bt
the addition

al costs n
eeded to in

crease secu
rity alon

g the
en

tire U
.S.-in

bou
n

d su
pply chain

 w
ill be cou

n
ted in

 the
billion

s of
dollars.

O
n

e p
ossible su

p
p

ly-ch
ain

 secu
rity scen

ario for th
e

fu
tu

re involves a tiered system
 of

self-im
posed secu

rity
levels.B

u
sin

esses w
ou

ld adopt a level of
secu

rity that w
as

n
ecessary,achievable an

d affordable in
 accordan

ce w
ith

their n
eeds.T

he higher the level of
secu

rity m
ain

tain
ed

an
d

 verified
 th

rou
gh

ou
t th

e ch
ain

,
th

e less a bu
sin

ess
w

ou
ld

 
be 

su
bjected

 
to 

d
elays 

d
u

e 
to 

in
sp

ection
s,

exam
in

ation
s an

d au
dits.Su

ch a system
,how

ever,is still
a lon

g w
ay off.

U
n

til su
ch tim

e as cost,com
petitive an

d operation
al

issu
es can

 be satisfactorily ad
d

ressed
,

th
e likely U

.S.
respon

se in
 the even

t ofa terrorist attack is still im
m

ediate

closu
re of

U
.S.ports,as w

as the case after the Septem
ber

11 attacks.
Su

ch
 a resp

on
se,

for an
y p

rolon
ged

 tim
e

period,w
ou

ld pose as seriou
s an

d im
m

ediate a threat to
U

.S.econ
om

ic security as an
 attack w

ould pose to physical
secu

rity.In
du

strial disru
ption

 in
 2002 on

 th
e U

.S.W
est

C
oast gave a fl

avor of
the sort of

im
pact that cou

ld have.

Operation Safe Com
m

erce
In

d
u

stry h
as sou

gh
t to w

ork th
rou

gh
 th

e tan
gle of

recen
t govern

m
en

t secu
rity proposals w

ith a set of‘real-
w

orld’pilot projects testin
g actu

al m
ovem

en
ts of

freight
across global su

pply chain
s.

O
p

eration
 

Safe 
C

om
m

erce 
(O

SC
) 

is 
a 

p
rogram

developed by ports,shippers an
d tran

sportation
/logistics

providers to test the secu
rity ofshipm

en
ts throu

gh m
ajor

U
.S.load

 cen
ter p

orts – L
os A

n
geles/L

on
g B

each
,N

ew
York/N

ew
 Jersey an

d
 Seattle/Tacom

a – an
d

 to evalu
ate

variou
s secu

rity strategies an
d im

provem
en

ts to address
w

eakn
esses.

In
 on

e O
SC

 p
ilot p

roject rep
orted

 in
 th

e
Jou

rn
al of

C
om

m
erce,

O
sram

-Sylvan
ia 

C
orp.

tracked
 

an
 

in
ter-

com
pany con

tain
erload of

au
tom

obile tail lights from
 a

factory in
 E

astern
 E

u
rop

e to its H
illsborou

gh
,

N
.H

.
distribu

tion
 cen

ter an
d evalu

ated secu
rity at each step.A

Port of
Los A

n
geles/Lon

g B
each project,in

 w
hich A

P
L is

a p
articip

an
t,

w
ill con

d
u

ct th
reat an

d
 vu

ln
erability

an
alyses for sam

ple shipm
en

ts tran
sshipped via Sin

gapore
to Los A

n
geles – an

d,in
 a secon

d phase,to C
hicago an

d
N

ew
 York.It w

ill th
en

 assess n
ew

 secu
rity p

roced
u

res,
facility u

pgrades,IT
 solu

tion
s an

d em
ployee an

d cargo
screen

in
g techn

ologies.
C

on
gress h

as au
th

orized
 U

S$28 m
illion

 for variou
s

O
SC

 pilot projects in
 fi

scal year 2002-03.T
he D

epartm
en

t
ofTran

sportation
 has aw

arded m
ore than

 U
S$92 m

illion
in

 gran
ts for harbor secu

rity assessm
en

ts,u
pgrades an

d
pilot techn

ology program
s.

3:Industry Approaches
Business explores pilot program

s and new
 technologies to balance security and supply-chain agility.
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T
he ports of

Seattle,H
on

g K
on

g an
d Sin

gapore have
begu

n
 a separate pilot project to m

on
itor 2,000 con

tain
ers

m
ovin

g 
from

 
A

sia 
th

rou
gh

 
th

e 
P

acific 
N

orthw
est

p
ort gatew

ays w
ith

 electron
ic secu

rity seals d
evelop

ed
by Savi Tech

n
ologies an

d
 u

sin
g Q

u
alcom

m
 m

obile
com

m
u

n
ication

s tech
n

ology.
E

-seals h
ave also been

tested on
 con

tain
ers m

ovin
g from

 Japan
 throu

gh Seattle
an

d
 

on
 

to 
C

an
ad

a 
as 

p
art 

of
th

e 
D

ep
artm

en
t 

of
Tran

sportation’s In
telligen

t Tran
sportation

 System
s (IT

S)
p

rogram
.

H
ow

ever,
th

ese d
o n

ot p
rovid

e en
h

an
ced

secu
rity above the cu

rren
t m

an
u

al high secu
rity ‘barrier’

type bolt seals,w
hich also carry u

n
iqu

e iden
tifi

cation
 –

an
d the issu

e rem
ain

s that seals an
d other su

ch in
itiatives

d
o 

n
ot 

p
rovid

e 
in

form
ation

 
on

 
w

h
at 

is 
in

sid
e 

th
e

con
tain

er.

Technological Innovations
Techn

ology w
ill play a critical role in

 fu
tu

re secu
rity

efforts.
A

 n
u

m
ber of

tech
n

ological advan
cem

en
ts are

already 
in

 
th

e 
d

evelop
m

en
t 

an
d

 
testin

g 
p

h
ases,

or
com

m
ercially available.

Tw
o 

areas 
w

h
ere 

govern
m

en
t 

is 
likely 

to 
p

lay
a 

role 
– 

th
rou

gh
 

p
u

blic-p
rivate 

p
artn

ersh
ip

s 
an

d
u

n
d

er con
tract to research

 facilities su
ch

 as L
aw

ren
ce

Liverm
ore Laboratories in

 C
aliforn

ia or San
dia N

ation
al

L
aboratories 

in
 

N
ew

 
M

exico 
– 

w
ill 

be:
to 

d
evelop

techn
ical stan

dards in
 respon

se to real-w
orld threat an

d
vu

ln
erability assessm

en
t data;an

d to provide in
cu

bator
fu

n
d

in
g 

for 
m

ass 
com

m
ercial 

p
rod

u
ction

 
of

n
ew

techn
ologies w

here n
eeded,to brin

g dow
n

 per u
n

it costs
an

d en
su

re qu
ick deploym

en
t.

A
m

on
g th

e em
ergin

g p
rod

u
cts con

sid
ered

 key to
fu

tu
re su

pply chain
 secu

rity are:

R
adio Frequ

en
cy Iden

tifi
cation

 (R
FID

) tags,fasten
ed on

th
e ou

tsid
e of

a con
tain

er,
carry  in

form
ation

 on
 th

e
con

tain
er’s con

ten
ts an

d
 location

 in
 th

e su
p

p
ly ch

ain
.

T
h

e d
ata is tran

sm
itted

 over w
ireless frequ

en
cies as it

passes electron
ic readers at variou

s load,disch
arge an

d
tran

sfer poin
ts.

O
ptical ch

aracter recogn
ition

electron
ically scan

s an
d

records con
tain

ers an
d ch

assis by u
n

iqu
e iden

tifi
cation

code u
pon

 en
terin

g,leavin
g or m

ovin
g w

ithin
 a term

in
al

or w
arehou

se,elim
in

atin
g the n

eed for m
an

u
al en

try.

G
lobal P

osition
in

g Satellite (G
P

S) an
d G

lobal Locator
System

 
(G

L
S)

trackin
g 

u
ses 

satellite 
sign

als 
an

d
tran

spon
ders to determ

in
e th

e precise,real-tim
e global

location
 

of
con

tain
ersh

ip
s,

rail 
cars,

tru
cks 

an
d

con
tain

ers.

E
lectron

ic seals
are ap

p
lied

 at th
e tim

e a con
tain

er is
loaded,often

 attached to the physical con
tain

er seal an
d

som
etim

es 
lin

ked
 

to 
sen

sors 
in

sid
e 

th
e 

u
n

it.
T

h
ey

m
ain

tain
 an

 electron
ic record of

the con
tain

er in
 tran

sit,
in

clu
din

g tim
e an

d location
 if

a con
tain

er is open
ed or

tam
pered w

ith.‘Sm
art’seals can

 also store shipm
en

t data

an
d tran

sm
it alerts that in

clu
de G

P
S location

 coordin
ates

at the tim
e of

open
in

g or tam
perin

g.

R
ad

iation
/ch

em
ical 

d
etection

 
sen

sors
th

at 
can

 
be

placed in
side th

e con
tain

er – or on
 con

tain
er-h

an
dlin

g
equ

ip
m

en
t at a term

in
al – w

ou
ld

 alert su
p

p
ly-ch

ain
parties an

d au
thorities to the presen

ce ofcertain
 chem

ical
fu

m
es or h

igh
er-th

an
-n

orm
al levels of

rad
iation

 th
at

w
ould prom

pt closer exam
in

ation
 ofshippin

g docum
en

ts
an

d possible in
spection

.

V
eh

icle an
d

 C
argo In

spection
 System

 (V
A

C
IS) m

obile
scan

n
ers

u
se gam

m
a rays to see throu

gh con
tain

er w
alls

an
d perform

 n
on

-invasive in
spection

s.A
 scan

n
in

g arm
passes overhead alon

g the len
gth of

the con
tain

er in
 fi

ve
to six m

in
u

tes an
d

 th
e scan

 ap
p

ears on
 a com

p
u

ter
m

on
itor.

R
adiation

 ‘pagers’
are h

an
dh

eld devices approxim
ately

the size of
a Palm

 P
ilot that are bein

g issu
ed to cu

stom
s

in
spectors n

ationw
ide.W

hen
 passed alon

g the len
gth ofa

con
tain

er they detect abn
orm

al radioactivity.

B
iom

etric id
en

tification
 system

s
in

volve fin
gerp

rin
t

an
d

/or retin
al scan

s stored
 d

igitally on
 id

en
tification

cards.Scan
n

ers com
pare the holder’s fi

n
gerprin

t or retin
al

scan
 to that ofthe card an

d either perm
it or deny en

try to
secu

red
 areas based

 on
 job classification

 an
d

 clearan
ce

in
form

ation
 also stored on

 the card.

C
on

tain
er profilin

g softw
are

n
ow

 in
 d

evelop
m

en
t w

ill
access an

d cross-referen
ce com

m
ercial an

d govern
m

en
t

d
ata on

 sh
ip

p
ers,origin

-d
estin

ation
 p

airs,com
m

od
ity

description
s an

d other data.In
 so doin

g,it w
ill iden

tify
sh

ip
m

en
ts w

ith
 su

sp
iciou

s ch
aracteristics an

d
 create

au
tom

ated exception
 alerts for those con

tain
ers.
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I
t is likely that C

SI an
d C

-T
PA

T
 com

plian
ce stan

dards
w

ill d
rive th

e establish
m

en
t of

a n
ew

 set of
global

secu
rity stan

dards,possibly throu
gh the 159 cu

stom
s

ad
m

in
istration

 m
em

bers of
th

e W
orld

 C
u

stom
s

O
rgan

ization
.

T
h

ese,
p

lu
s 

th
e 

resu
lts 

of
p

ilot 
risk

assessm
en

t an
d

 secu
rity im

p
rovem

en
t p

rojects,can
 be

expected to force im
portan

t ch
an

ges in
 th

e m
an

agem
en

t
of

global su
pply ch

ain
s.

T
hree tren

ds in
 particu

lar seem
 to be em

ergin
g:

■
M

igration of security and docum
entation responsibilities

tow
ard the m

anufacturer/im
porter at the beginning of

the chain
■

Centralization of supply-chain processes under a single
party w

ith the ability to m
anage m

ultiple supply-chain
assets and vendors via an integrated IT platform

■
Outsourcing 

of 
supply-chain 

integration 
and

m
anagem

ent functions to a third-party lead logistics
provider 

(LLP),
particularly 

those 
w

ith 
assets 

and
operational control,

to take advantage of specialized
expertise,partner relationships and econom

ies of scale.

W
h

eth
er m

an
aged

 in
-h

ou
se or th

rou
gh

 an
 L

L
P,

an
 ability to see th

e big p
ictu

re of
th

e su
p

p
ly ch

ain
,

effect tech
n

ical an
d

 op
eration

al ch
an

ges across th
e

en
tire ch

ain
,

u
n

d
erstan

d
 th

e tech
n

icalities of
secu

rity
com

p
lian

ce,
an

d
 

con
trol 

costs,
w

ill 
be 

critical 
as

com
p

an
ies 

p
u

rsu
e 

th
e 

d
u

al-track 
goal 

of
secu

rity
an

d valu
e.

W
here su

pply-chain
 produ

ctivity con
cern

s itself
w

ith
stream

lin
in

g for sp
eed

 an
d

 flexibility – strip
p

in
g ou

t
u

n
n

ecessary steps,decision
-m

akin
g layers an

d so forth –
secu

rity con
sideration

s focu
s on

 thorou
ghn

ess.It is less
abou

t slow
in

g dow
n

 processes than
 abou

t en
su

rin
g that

processes are don
e correctly as plan

n
ed,an

d that n
o gaps

exist w
hich perm

it u
n

au
thorized activities to take place.

Secu
rity con

cern
s focu

s on
 fou

r key poin
ts in

 the su
pply-

chain
 m

ove:

C
on

tain
er loadin

g
A

t p
resen

t,
a freigh

t bookin
g gen

erates release of
a

con
tain

er 
to 

th
e 

cu
stom

er’s 
p

rem
ises 

an
d

 
tru

ckin
g

arran
gem

en
ts,for pick-u

p of
th

e cargo.
T

h
e con

tain
er

m
ay be sealed by the m

an
u

factu
rer or shipper at tim

e of
loadin

g,or by the ocean
 carrier at tim

e of
receipt at the

origin
 p

ort con
tain

er yard
.M

ech
an

ical con
tain

er seals
vary in

 their resistan
ce to tam

perin
g,from

 in
dicative seals

– w
ire or p

lastic strip
s bearin

g th
eir u

n
iqu

e con
tain

er
iden

tifi
cation

 n
u

m
bers – to barrier seals th

at are h
eavy

bolts bearin
g the iden

tifi
ers.

T
h

ese p
roced

u
res are exp

ected
 to ch

an
ge to barrier

seals du
e to secu

rity con
cern

s.In
 all cases,the shipper w

ill
likely be respon

sible for providin
g an

d affi
xin

g tam
per-

proofseals at tim
e ofloadin

g in
 accordan

ce w
ith C

-T
PA

T
or com

parable in
tern

ation
al stan

dards.

D
ocu

m
en

tation
O

cean
 bill of

lad
in

g an
d

 cargo m
an

ifest d
ata typ

ically
d

erive 
from

 
Sh

ip
p

in
g 

In
stru

ction
 

an
d

 
con

tain
er

yard
 receip

t in
form

ation
 – in

 oth
er w

ord
s,

in
itiatin

g
docu

m
en

tation
 prepared after the con

tain
er is loaded an

d
at th

e tim
e it is received

 for load
in

g aboard
 sh

ip.T
h

is
overrides in

form
ation

 taken
 by the carrier at the tim

e of
bookin

g,
w

h
ich

 m
ay often

 be d
ifferen

t as tran
saction

term
s an

d shippin
g decision

s chan
ge.

From
 a secu

rity stan
dpoin

t it is preferable to captu
re

an
d en

ter this in
itial bill of

ladin
g in

form
ation

 as early as
possible in

 the su
pply-chain

 process – at m
in

im
u

m
 as the

con
tain

er is load
ed

 an
d

 sealed
,

as verified
 again

st th
e

pu
rchase order.W

hen
 lin

ked to the specifi
c con

tain
er an

d
verifi

cation
 ofthe con

tain
er seal,this data form

s the basis
of

all su
bsequ

en
t shippin

g docu
m

en
tation

 a step fu
rther

back in
 the chain

.E
lectron

ic replication
 of

it throu
ghou

t
the m

ove elim
in

ates errors throu
gh re-keyin

g that m
ight

prom
pt exception

 alerts an
d su

bsequ
en

t delays.

4:A Supply Chain Security Checklist
The keys to increasing security and value are the sam

e:better inform
ation and tighter procedures.
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B
eyon

d
 

w
h

at 
is 

in
 

th
e 

con
tain

er,
in

form
ation

on
 th

e sh
ipper-of-record,con

sign
ee,cou

n
try-of-origin

,
d

estin
ation

 an
d

 rou
tin

g are also im
p

ortan
t.

M
atch

in
g

th
ese an

d
 oth

er d
ata p

oin
ts w

ith
 con

tain
er lo

ad
in

g
in

form
ation

 is cen
tral to cargo p

re-screen
in

g efforts
u

n
der program

s su
ch as C

SI.
A

ll of
these steps place n

ew
 bu

rden
s on

 shippers an
d

logistics p
rovid

ers to h
ire an

d
 train

 factory em
p

loyees,
tru

ck d
rivers an

d
 term

in
al em

p
loyees in

 d
ata en

try;
in

trod
u

ce stricter p
roced

u
res for w

eigh
in

g,
cou

n
tin

g
an

d
 certifyin

g cargo an
d

 equ
ip

m
en

t;
rep

ort sh
ortages

an
d

 
overages;

an
d

 
sp

ot 
an

d
 

rep
ort 

in
con

sisten
cies.

It m
ay also en

tail p
lacin

g au
d

it p
erson

n
el on

 factory
p

rem
ises,

or in
stallin

g en
terp

rise resou
rce p

lan
n

in
g

softw
are an

d system
s.

Several sh
ip

p
in

g com
p

an
ies an

d
 L

L
P

s already h
ave

com
prehen

sive docu
m

en
tation

 an
d trackin

g system
s an

d
su

pply-chain
 parties w

hose processes are n
ot fu

lly w
eb-

en
abled w

ill fi
n

d them
selves at a seriou

s disadvan
tage in

achievin
g fu

ll secu
rity com

plian
ce.A

 grow
in

g n
u

m
ber of

global sh
ip

p
ers an

d
 in

term
ed

iaries h
an

d
lin

g th
eir ow

n
logistics are tu

rn
in

g to m
u

lti-carrier portals su
ch as G

T
N

exu
s,C

argoSm
art an

d In
ttra,w

hich offer services su
ch

as ocean
 an

d
 rail sh

ip
m

en
t bookin

g,
sch

ed
u

lin
g an

d

tracin
g;

cu
stom

ized
 

m
an

agem
en

t 
rep

orts;
e-m

ail
n

otifi
cation

 an
d exception

 alerts;an
d cargo plan

n
in

g an
d

order m
an

agem
en

t.

In
 Tran

sit
Sin

gle-p
arty 

resp
on

sibility 
an

d
 

asset 
con

trol 
are

particu
larly advan

tageou
s in

 m
ain

tain
in

g the secu
rity of

goods in
 tran

sit.Shippers m
u

st begin
 to con

sider factors
su

ch
 as w

h
eth

er th
e con

tain
ers u

sed
 for its sh

ip
m

en
ts

h
ave tru

ly tam
p

er-p
roof

seals;
w

h
eth

er sh
ip

s m
igh

t
be 

registered
 

u
n

d
er ‘flags 

of
conven

ien
ce’

w
ith

 
lax

certifi
cation

 ru
les an

d em
ployee screen

in
g for offi

cers an
d

crew
;w

h
eth

er rail cars are d
ed

icated
 or com

m
on

 u
ser;

w
hether truck operators are un

der con
tract,screen

 drivers
an

d u
se driver team

s for few
er stops;w

hether rail cars an
d

tru
cks are fi

tted w
ith G

P
S locator system

s.Secu
rity gaps

are less likely w
hen

 con
trol is cen

tralized,w
ith com

m
on

stan
dards applied u

n
der con

tract.

In
 Facilities

W
h

en
 it com

es to secu
rity,p

ort an
d

 in
lan

d
 term

in
als,

con
tain

er freigh
t station

s,tran
sloadin

g facilities,in
lan

d
in

term
od

al term
in

als,
con

solid
ation

 an
d

 d
istribu

tion
w

areh
ou

ses m
ay all be am

on
g th

e w
eakest lin

ks in
 th

e
su

pply chain
.

It is at th
ese facilities th

at cargo sits id
le – an

d
poten

tially vu
ln

erable – th
e lon

gest du
rin

g a m
ove (th

e
poten

tial for piracy or attack at sea is m
ore lim

ited).T
he

follow
in

g are am
on

g the qu
estion

s that m
ight reason

ably
be asked du

rin
g any in

itial threat assessm
en

t:

Single-party responsibility and asset control are

particularly advantageous in m
aintaining the security

of goods in transit.

■
Is the cargo being routed through ports,term

inals and 
inland facilities w

ith C-TPAT or equivalent certification?

■
Does the shipper or LLP have ow

nership or contractual 
leverage over the facilities it uses?

■
Are the perim

eters of container storage areas secured w
ith

adequate fencing,surveillance and patrols?

■
Is a designated security officer on the prem

ises to supervise
entry/exit of cargo?

■
Are em

ployees screened,and access restricted w
ithin the

term
inal according to job function?

■
Are procedures in place for m

onitoring containers,verifying
seals and,w

here cargo is loaded and unloaded,verifying 
contents,count and w

eight?
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■
Are procedures in place for reporting exceptions and
suspicious activity?

■
Are gates configured,w

ith procedures in place,to prevent 
unauthorized entry and rem

oval of cargo?

A
s w

ith n
orm

al su
pply-chain

 operation
s,con

tin
gen

cy
p

lan
n

in
g 

is 
also 

im
p

ortan
t.

H
an

d
lin

g,
rou

tin
g 

an
d

schedu
lin

g fl
exibility m

u
st be bu

ilt in
to the system

 to keep
inven

tory m
ovin

g an
d delivery com

m
itm

en
ts m

et in
 the

even
t of

in
sp

ection
 d

elays or an
 actu

al terrorist attack.
T

h
is m

ay in
clu

d
e d

iversifyin
g carriers,

p
ort gatew

ays
an

d/or region
al distribu

tion
 pattern

s u
n

der con
tract to

en
su

re reliable,
secu

re services an
d

 equ
ip

m
en

t if
an

d
w

hen
 cargo fl

ow
s m

u
st be qu

ickly shifted.
Fin

ally,th
ere is a broader issu

e of
tu

rn
in

g con
tain

er
equ

ip
m

en
t m

ore effi
cien

tly.M
ost term

in
als in

 th
e U

.S.
still 

op
erate 

on
 

lim
ited

 
sh

ifts,
an

d
 

th
ere 

is 
an

u
n

d
erstan

d
in

g th
at d

elays m
ay occu

r in
 stagin

g th
e

con
tain

er in
 th

e yard
,or in

 sch
ed

u
lin

g a tru
ck p

icku
p.

A
t tim

es,shippers w
arehou

se their cargo in
 the con

tain
er,

d
elayin

g p
ick-u

p
 an

d
 takin

g advan
tage of

free tim
e

allow
an

ces before d
eten

tion
 ch

arges begin
 accru

in
g.

A
ll 

p
arties 

in
 

th
e 

su
p

p
ly 

ch
ain

 
w

ill 
n

eed
 

to 
tu

rn
equ

ip
m

en
t m

ore efficien
tly,

in
 ord

er to red
u

ce costs,
en

su
re equ

ipm
en

t availability w
hen

 n
eeded an

d keep idle
con

tain
ers from

 becom
in

g terrorist assets.

W
here supply chain productivity

concerns itself w
ith stream

lining

for speed and flexibility,security

considerations focus on

thoroughness.
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S
ecu

rity con
cern

s dem
an

d a n
ew

 layer of
visibility

in
 th

e su
p

p
ly ch

ain
.

T
h

is can
 be a p

ositive for
sh

ip
p

er an
d

 L
L

P
 if

h
an

d
led

 p
rop

erly,becau
se it

en
cou

rages far greater cooperation
 am

on
g parties,

an
d an

 overall tigh
ten

in
g of

operation
s an

d in
form

ation
collection

.
M

an
y of

th
e largest m

an
u

factu
rin

g sh
ip

p
ers w

ith
com

p
lex or m

u
ltip

le su
p

p
ly ch

ain
s an

d
 leverage w

ith
su

ppliers,logistics ven
dors an

d govern
m

en
t,m

ay opt to
cen

tralize an
d m

an
age security fun

ction
s in

tern
ally.O

ther
bu

sin
esses are likely to seek ou

t an
 LLP

 as a su
pply-chain

m
an

ager,on
e th

at h
as been

 pre-cleared in
 its processes

an
d eligible to m

ove freight w
ith m

in
im

al in
terru

ption
s

or delays for secu
rity in

spection
s an

d au
dits.

W
hichever option

 is pu
rsu

ed,a logistics division’s or
LLP

’s effectiven
ess w

ill tu
rn

 on
 the ability to brin

g the fu
ll

ran
ge of

tran
sp

ortation
 an

d
 logistics services u

n
d

er its
con

trol,
lin

k services an
d

 equ
ip

m
en

t w
ith

 real-tim
e

in
form

ation
 m

an
agem

en
t an

d
 com

m
u

n
ication

s an
d

apply com
m

on
 secu

rity stan
dards throu

ghou
t the chain

w
ith fu

ll au
dit capability.

M
u

ch grou
n

dw
ork for secu

rin
g the su

pply chain
 from

terrorism
 h

as already been
 d

on
e,

w
h

eth
er as p

art of
con

tinuin
g im

provem
en

ts to supply chain
 effi

cien
cies an

d
valu

e,or specifi
c efforts to con

trol n
arcotics or du

al-u
se

tech
n

ology exp
orts.

It sh
ou

ld
 n

ot be assu
m

ed
 th

at
secu

rity m
easu

res ap
p

lied
 in

 th
e p

ast to n
arcotics,

or

du
al-u

se m
edical equ

ipm
en

t an
d com

pu
ter exports,w

ill
n

ecessarily p
rod

u
ce th

e sam
e resu

lts again
st terrorists

w
ith differen

t strategies an
d delivery con

sideration
s,plu

s
a w

illin
gn

ess to give their lives in
 an

 operation
.Yet it is also

clear th
at in

d
u

stry an
d

 govern
m

en
t are p

ast th
e p

oin
t

w
here they n

eed to reinven
t the w

heel.

5:Conclusion

Governm
ent w

ill set the param
eters for increased security,

but industry w
ill ultim

ately develop the technologies,

system
s and procedures for im

plem
entation.Security

requirem
ents m

ust be coordinated and consistent across

m
ultiple borders,facilities and transportation m

odes in

order to succeed.

Su
ccess in

 secu
rin

g th
e su

p
p

ly ch
ain

 relies less on
n

ew
 m

eth
od

s an
d

 tech
n

ology th
an

 it d
oes on

 greater
coop

eration
 an

d
 in

form
ation

 sh
arin

g am
on

g su
p

p
ly-

chain
 parties an

d betw
een

 the pu
blic an

d private sectors.
C

lear,u
n

iform
ly en

forced strategies that bu
ild on

 existin
g

com
m

ercial an
d

 govern
m

en
t d

ata at m
in

im
al cost an

d
w

ith m
in

im
al disru

ption
 to the fl

ow
 oftrade are essen

tial
to su

ccess.
It’s a tall order.A

n
d it brin

gs costs w
ith it.

B
u

t
su

ccess depen
ds on

 it.
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Appendix A:Sources
The follow

ing published m
aterials w

ere used in preparing this paper and are recom
m

ended
to readers looking for m

ore inform
ation on the topics covered.

A
tkin

son
,H

elen
.“U

n
tan

glin
g the W

eb.”
JO

C
 W

eek,Ju
ly

1-7,2002,pp.10-12.

B
en

jam
in

,M
ark,“Lon

g R
ace to Safegu

ard Seaports.”
U

n
ited P

ress In
tern

ation
al,Febru

ary 8,2002.
w

w
w

.u
pi.com

.

C
aterin

icchia,M
att,“D

O
T

 Tests E
-Seals on

 Shipm
en

ts.”
Federal C

om
pu

ter W
eek,Ju

n
e 12,2002.w

w
w

.fcw
.com

.

C
ottrill,K

en
,“Secu

rity in
 the Spotlight.”

Traffi
c W

orld,
M

agazin
e,Ju

ly 22,2002,p.33.

“C
u

stom
s-Trade Partn

ership A
gain

st Terrorism
 (C

-
T

PA
T

) Secu
rity R

ecom
m

en
dation

s.”
U

.S.C
u

stom
s

Service,A
pril 2002.w

w
w

.cu
stom

s.u
streas.gov.

D
am

as,P
hilip,“A

P
L:Secu

rity M
ean

s ‘R
isk P

rofi
lin

g’.”
A

m
erican

 Shipper M
agazin

e,M
ay 2002,pp.22-23.

D
elan

ey,R
obert V

./W
ilson

,R
osalyn

,“M
an

agin
g

Logistics in
 the Perfect Storm

:the 12th A
n

n
u

al State of
Logistics R

eport”
(Su

m
m

ary).C
ass In

form
ation

System
s,In

c.Ju
n

e 2001,pp.1-8.

D
ettm

er,Jam
ie,“T

ighter Secu
rity in

 Store for Seaports.”
In

sight M
agazin

e,Febru
ary 25,2002.

D
u

pin
,C

hris,“T
he D

ollars Start Flow
in

g.”
JO

C
 W

eek,
Ju

n
e 24-30,2002,pp.30-31.

E
dm

on
son

,B
ob,“C

argo Secu
rity P

u
zzle.”

JO
C

 W
eek,

D
ecem

ber 17-23,2001,pp.10-13.

E
dm

on
son

,R
.G

.“T
he C

ost of
C

argo Secu
rity.”

JO
C

W
eek,A

u
gu

st 12-18,2002,pp.10-12.

“E
xistin

g O
cean

 C
arrier System

s C
on

sidered in
 Secu

rity
P

u
sh.”

A
m

erican
 Shipper O

n
lin

e,Ju
n

e 25,2002.

Flyn
n

,Stephen
 E

.,“A
m

erica the V
u

ln
erable.”

Foreign
A

ffairs,Jan
.-Feb.2002,pp.60-74.

G
allagher,John

,“C
ertifyin

g the U
ser.”

Traffi
c W

orld
M

agazin
e,Ju

n
e 10,2002,pp.28-29.

H
asson

,Ju
dy/C

aterin
icchia,M

att,“C
argo Secu

rity on
A

gen
cy H

it Lists.”
Federal C

om
pu

ter W
eek,Ju

n
e 24,

2002.w
w

w
.fcw

.com
.

H
ickey,K

athleen
,“R

adio Tags Too P
ricey?”

JO
C

 W
eek,

Ju
ly 8-14,2002,p.46.

H
ickey,K

athleen
,“Tag M

aster.”
Traffi

c W
orld M

agazin
e,

Ju
ly 8,2002,pp.18-19.

“Im
provin

g Secu
rity for In

tern
ation

al Lin
er Shippin

g.”
W

orld Shippin
g C

ou
n

cil w
orkin

g paper,Jan
u

ary 17,
2002.

In
tern

ation
al M

aritim
e O

rgan
ization

,“M
SC

In
tersession

al W
orkin

g G
rou

p on
 M

aritim
e Secu

rity:
11-15 Febru

ary 2002.IM
O

 N
ew

sroom
,w

w
w

.im
o.org.

K
och,C

hristopher,P
residen

t an
d C

E
O

,W
orld Shippin

g
C

ou
n

cil.“Testim
ony before the Sen

ate C
om

m
ittee on

C
om

m
erce,Scien

ce an
d Tran

sportation
,C

harleston
,

Sou
th C

arolin
a,”

Febru
ary 19,2002.

K
roft,Steve,“O

n
 the W

aterfron
t.”

Tran
script from

 60
M

in
u

tes broadcast,M
arch 24,2002.B

u
rrelle’s

In
form

ation
 Services.

M
cLau

ghlin
,John

/Porter,Jan
et,“U

.S.T
ighten

s G
rip on

B
ox Secu

rity.”
Lloyd’s List O

n
lin

e,A
u

gu
st 9,2002.

M
on

gellu
zzo,B

ill,“C
ost U

n
certain

ty.”
Traffi

c W
orld

M
agazin

e,Ju
n

e 17,2002,p.30.

M
ottley,R

obert,“Secu
rity Q

u
iz.”

A
m

erican
 Shipper

M
agazin

e,Ju
ly 2002,p.4.

Seidem
an

,Tony,“Secu
rity M

easu
res M

ove in
to H

igh
G

ear.”
M

arin
e D

igest,Ju
ly 2002,p.9.

Sim
on

s,M
arlise,“A

m
erican

 A
n

titerror In
spection

s W
ill

B
egin

 at 3 Eu
ropean

 Ports.”
N

ew
 York T

im
es,Ju

n
e 30,

2002,p.10.

Speares,San
dra,“U

.S.Secu
rity to P

u
t B

ox D
ocu

m
en

ts to
the Test.”

Lloyd’s List O
n

lin
e,A

u
gu

st 9,2002.

“Techn
ology System

s E
xpan

d at B
ox Term

in
als.”

M
arin

e
D

igest,Ju
n

e 2002,p.17.

T
horby,C

hris,“Fillin
g the V

oids.”
C

on
tain

erisation
In

tern
ation

al,Ju
ly 2002,p.51.

“U
.S.D

O
T

 A
n

n
ou

n
ces Su

ccessfu
l Test of

C
argo

Techn
ology.”

A
ssociated P

ress,Ju
n

e 5,2002.

van
 der Jagt,N

icolette,“Fam
iliarity B

reeds Secu
rity.”

C
on

tain
erisation

 In
tern

ation
al,Ju

n
e 2002,p.37.

V
illalon

,B
ill,P

residen
t for the A

m
ericas,A

P
L Logistics.

P
resen

tation
 before the N

ation
al R

etail Federation
 91st

A
n

n
u

al C
onven

tion
,N

ew
 York C

ity,Jan
u

ary 15,2002.

“W
C

O
 A

dopts R
esolu

tion
 to Im

prove G
lobal Su

pply
C

hain
 Secu

rity.”
A

m
erican

 Shipper O
n

lin
e,Ju

ly 2,2002.

“W
hen

 Trade an
d Secu

rity C
lash.”

E
con

om
ist,A

pril 6,
2002,pp.59-62.
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A
P

L is an
 in

tegrated con
tain

er tran
sportation

 com
pany

that provides en
d-to-en

d freight tran
sportation

 services
arou

n
d

 th
e w

orld
.

T
h

rou
gh

 its n
etw

ork of
m

ore th
an

90 sh
ip

s,
eigh

t ocean
 an

d
 in

lan
d

 term
in

als,
arou

n
d

200 
offices 

in
 

som
e 

87 
cou

n
tries,

arou
n

d
 

450,000
con

tain
ers an

d chassis,plu
s its preferen

tial rail an
d tru

ck
partn

erships an
d state-of-the-art in

form
ation

 techn
ology

system
s – A

P
L offers m

ore th
an

 60 w
eekly services an

d
n

early 300 calls at over 90 p
orts in

 A
sia,

E
u

rop
e,

th
e

M
id

d
le E

ast an
d

 N
orth

 A
m

erica.A
P

L
 serves all m

ajor
cities an

d m
an

u
factu

rin
g cen

ters in
 C

an
ada an

d M
exico,

in
 m

ost cases w
ith in

-bon
d shipm

en
t capability to speed

en
try at border crossin

gs.It offers special advan
tages in

the C
hin

a m
arket w

here it has operated sin
ce 1867,w

ith
m

ore th
an

 30 offi
ces;d

irect calls at Sh
an

gh
ai,Q

in
gd

ao
an

d
 Yan

tian
 

as 
w

ell 
as 

H
on

g 
K

on
g;

an
d

 
exten

sive
in

term
odal con

n
ection

s to in
terior poin

ts.

A
P

L
 L

ogistics
p

rovid
es fu

ll en
d

-to-en
d

 logistics an
d

su
p

p
ly-ch

ain
 m

an
agem

en
t services th

rou
gh

 its 4,700
em

ployees,200 w
arehou

ses an
d 115 offi

ces in
 m

ore than
55 cou

n
tries.

A
P

L
L

 p
rovid

es cu
stom

ers w
ith

 th
e fu

ll
ran

ge 
of

valu
e-ad

d
ed

 
global 

su
p

p
ly 

ch
ain

 
services,

in
clu

d
in

g 
p

lan
n

in
g 

an
d

 
an

alysis;
con

tract 
logistics

an
d w

areh
ou

sin
g;facilities m

an
agem

en
t;con

solidation
an

d
 ven

d
or services;

global freigh
t tran

sp
ortation

;
IT

solu
tion

s;an
d overall su

pply-chain
 m

an
agem

en
t as a lead

logistics p
rovid

er.A
m

on
g th

ird
-p

arty p
rovid

ers,A
P

L
L

has led the in
du

stry in
 electron

ic tran
sm

ission
 an

d receipt
of

p
u

rch
ase ord

ers (P
O

) an
d

 A
dvan

ce Sh
ip

 N
otices

(A
SN

),an
d

 w
as first to offer a  P

O
/sh

ip
m

en
t trackin

g
application

 on
 the In

tern
et.A

P
LL specializes in

 system
s

an
d

 services th
at in

tegrate en
d

-to-en
d

 su
p

p
ly-ch

ain
sh

ip
m

en
t d

ata from
 m

u
ltip

le sou
rces,

in
 cu

stom
ized

reportin
g an

d docu
m

en
tation

.
Its latest in

n
ovation

,A
P

L
L

ogistics See C
h

an
ge Services,

is a d
ata con

n
ectivity,

m
on

itorin
g an

d
 ad

ap
tive resp

on
se tool th

at p
rovid

es a
flexible w

ay for com
p

an
ies to p

roactively m
on

itor an
d

resp
on

d
 

to 
excep

tion
s 

w
ith

 
on

e 
of

fou
r 

solu
tion

s:
expeditin

g,divertin
g,re-sourcin

g or substitutin
g product,

thu
s optim

izin
g con

trol an
d inven

tory m
an

agem
en

t.

A
P

L
 an

d
 A

P
L

 L
ogistics both

 h
ave a h

istory of
close

cooperation
 w

ith the U
.S.C

u
stom

s Service,in
itiatin

g an
d

participatin
g in

 pilot program
s aim

ed at m
akin

g C
u

stom
s

p
rocesses 

m
ore 

efficien
t 

w
h

ile 
stream

lin
in

g 
cargo

clearan
ce an

d
 in

sp
ection

.A
m

on
g its accom

p
lish

m
en

ts,
A

P
L

 p
rovid

ed
 tech

n
ical an

d
 op

eration
al su

p
p

ort in
testin

g an
d developin

g the U
SC

S A
utom

ated C
om

m
ercial 

System
 (A

C
S),

w
h

ich
 en

ables im
p

orters an
d

 logistics
providers to fi

le cu
stom

s docu
m

en
ts electron

ically;an
d

im
plem

en
tation

 of
in

-bon
d shipm

en
ts,to elim

in
ate port

term
in

al 
con

gestion
 

an
d

 
d

elays 
by 

p
rocessin

g 
p

re-
screen

ed cargo at its in
lan

d destin
ation

.A
P

L has also been
a key p

articip
an

t in
 govern

m
en

t p
rogram

s to ad
d

ress
sm

u
gglin

g of
n

arcotics an
d illegal alien

s,an
d in

 the safe
han

dlin
g an

d tran
sport of

hazardou
s cargoes.

B
oth

 
A

P
L

 
an

d
 

A
P

L
 

L
ogistics 

are 
su

b
sid

iaries 
of

Sin
gapore-based N

eptu
n

e O
rien

t Lin
es (N

O
L).
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At a Glance:Securing the Supply Chain
C-TPAT security com

pliance will becom
e an increasingly critical supply chain com

ponent in com
ing m

onths.It will determ
ine the extent to which shippers and their

logistics providers m
ay encounter U.S.Custom

s inspections,audits and other potential interruptions to inventory flow over tim
e.

Even supply chain partners not directly included in C-TPAT will com
e under growing pressures to m

eet com
pliance targets from

 partners who are in the program
.Below

is a checklist of questions all parties in a supply chain should be asking them
selves and each other in m

oving forward with their com
pliance initiatives:

Facilities

■■
Are buildings constructed of m

aterials resistant to unlaw
ful entry

and intrusion?

■■
Are outside and inside facility doors,w

indow
s,gates and fences

adequately locked?

■■
Are international,dom

estic,high-value and dangerous cargoes
m

arked and segregated in distinct,secured areas w
ithin the

w
arehouse?

■■
Is each facility adequately lighted inside and out,including parking
areas?

■■
Is private vehicle parking kept separate from

 shipping,loading dock
and cargo areas?

■■
Are gates under surveillance by security/m

anagem
ent personnel?

■■
Are alarm

 and com
m

unications system
s in place to alert internal

security or local police?

Access

■■
Is access to shipping,loading dock and cargo areas restricted by
clear,enforced procedures (identification,logging and tracking of
all em

ployees,visitors and vendors)?

■■
Are procedures in place for challenging unauthorized/unidentified
persons,including requirem

ent of searches?

■■
Are vehicles,containers and other conveyances routinely m

oving
into,out of and w

ithin accessible areas regularly checked for
unauthorized personnel,m

aterials or signs of tam
pering,w

ith
procedures for reporting irregularities?

■■
Are vessels,aircraft and rail cars secured from

 unauthorized
boarding,w

ith accessible alarm
 system

s and procedures in place
for alerting internal or external security personnel?

Procedures

■■
Does a designated security officer supervise introduction/rem

oval of
all cargo?

■■
Is inventory fully and properly m

arked,w
eighed,counted and

docum
ented,and then verified?

■■
Are procedures in place for affixing,replacing,recording,tracking
and verifying seals on containers,trailers and rail cars throughout
the m

ove?

■■
Are procedures in place for detecting and reporting shortages and
overages?

■■
Are procedures in place to track the tim

ely m
ovem

ent of
incom

ing/outgoing goods?

■■
Are em

pty and full containers stored properly to prevent
unauthorized access?

■■
Are em

pty containers exam
ined upon receipt?

■■
Is hazardous cargo properly labeled and  stored separately?

■■
Is there a container loading verification procedure to screen for
unm

anifested containers? 

■■
Are procedures in place to notify Custom

s and law
 enforcem

ent
agencies of  irregularities or suspected illegal activity?
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Personnel

■■
Are em

ployees adequately screened and interview
ed before hiring,

including background checks and application verification?

■■
Are em

ployees restricted in their access to shipping,loading dock
and cargo areas by specific job classification and function?

Education and Training

■■
Is a security aw

areness program
 in place that educates em

ployees in
recognizing suspicious activities,m

aintaining product/cargo
integrity and determ

ining and addressing unauthorized access?

■■
Is there an incentive program

 in place for active em
ployee

participation?

■■
Are internal security audits conducted?

Docum
entation

■■
Are shipping docum

ents com
plete,legible and protected against

exchange,loss or inclusion of false inform
ation?

■■
Are procedures in place for verifying accuracy of basic inform

ation
such as shipper and consignee nam

es and addresses,first and
second notify parties,and cargo description,w

eight,quantity and
unit of m

easure?

■■
Are procedures in place for reporting/investigating docum

entation
discrepancies,including inventory shortages or overages?

■■
Are procedures in place for tracking m

ovem
ent of incom

ing and
outgoing goods?

■■
Is com

puter access to shipm
ent inform

ation adequately
safeguarded?

■■
Is m

anifest inform
ation com

plete,legible,accurate and subm
itted

on tim
e to Custom

s?


