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March 30, 2007

LS. Department of Transportation
¢/ o Docket Management Facility
400 seventh street SW
Washington, DC 20590-0001

Re:  UsCG-2007-27415
“I'ransportation Worker Identity Credential (TWIC) Biometric Reader
Specification and TWIC Contactless Smart Card Application™

With our 150 vear history of global transportation, APL provides customers around
the world with container transportation services that combine high quality intermodal
operations  with state-of-the-art information technology.  APL  operates nine
terminals: five located in Asia and four in the United States. Fagle Marine Services,
Ltd. (EMS), a wholly owned subsidiary of APL, provides marine terminal operations
on the West Coast of the U.S., utilizing modern computer-based terminal and
stevedore services. We operate marine terminals handling dozens of customers and
clients in Seattle, Washington, Oakland and Los Angeles, California and Dutch
Harbor, Alaska. The four terminals span a total of nearly 550 acres and handle 1.4
million lifts annually.

APL. has been a strong supporter of the TWIC program and representatives of our
company have expressed support publicly through various venues. Our parricipation
in the TWIC pilot program from the inception through planning, technology
evaluation, and prototype phase ending June 30, 2005 also demonstrates our
commitment to this important program.

At the same tme, we wish once again to emphasize the need to balance security
initiatives with respect to trade facilitation. Without balancing these two goals it is
likely that we may become in danger of actually impeding the economic system that
we are trving to protect.

TWIC should be viewed as one important layer of security which promotes a
reduction ro the overall threat to unauthorized facility aceess. We do not see TWIC
as the ‘silver bullet’ which, in itself, makes our terminals and ports secure.
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MTSA compliant marine facilities are already relatively secure. As you know, by
statute, these facilites already:
e Have facility security officers overseeing formal security efforts.
e Have security assessments and detailed plans reviewed and approved by the USCG.
e Conduct gquarterly drills and annual exercise usually supervised by the USCG and
other federal and state agencies.
e Have access control procedures in place.
e Conduct screening of visitors and vendots and prescribed in their security plan.
e Have closed circuit television monitoring the facility,
e Undergo annual audits by the USCG.
¢ Conduct security awareness training for all employees.
¢ Receve unannounced visits by both USCG and CBP.

We are also wary that a Final Rule could have a collateral effect on the environment
and on our commitment to midgate the affect of our business on the environment.
Requiring a biometric identification card which has been complicated by encryption
and/or the use of PINs will have negatve ramifications. [t will have a measurable
adverse environmental impact, increase the stress on  our already-strained
transportation infrastructure, create a severe shortage of qualified truckers, and slow
the supply chain thereby making the USA less compettive without improving
security. The elevation of pollution levels attributed to idling diesel truck engines as
truckers await TWIC clearance cannot be tolerated.

We fully support the Coast Guard’s National Maridme Security Advisory Committee
(NMSAC) February 28, 2007 recommendations on “Developing a Contactless
Biometric Specification for the TWIC” including appendices 11 and I1I.  We
particularly support the NMSAC’s recommendations on 1/ the elimination of any usc
of PINs, and 2/ protecting fingerprint privacy through the use of a remplate in lieu of
the use of encrypted fingerprint images. The Alternate Option described in
Appendix TV is completely unacceprable as it would add significant costs and
complications with no increase in security value.

In addition to these comments, we ate pleased to submit the following specifically
responding to the questions in your March 16, 2007 Federal Register “Notice of
availability and request for comments.”

1. “Should additional security measures be included in the specifications, such as the
use of a PIN, to further minimize the chance that a fingerprint template from a lost
or stolen credential could be obrained by an unauthorized individual? If so, would
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